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{%&J Learning Objectives

* Participants will understand what the Microsoft Windows
operating system is and its basic history

- Windows OS Basics
- Windows Version History
- Windows-Specific Terms and Definitions

* Participants will understand what MSDN is and how it can
be used as a competition training tool
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Version History

* First version of Windows widely
released was MS-DOS in 1981

* New workstation and server
versions are often released
around the same time and are
closely related.

* Only OSes that have been used
in the competition will be
covered.

2258
segs
sogs
2558
rogs

* Windows 10 just released
(Windows Server 2016 coming
soon) and will not be in the
online rounds.
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Release Dates: 2001 (XP) and 2003 (Server 2003)

Major Features

* Lightweight — Only requires 64 MB of RAM and 1.5 GB of
hard drive space

* Focus on user eXPerience — sleek graphics, simplicity,
and basic features

* XP has been updated with three Service Packs and
Server 2003 has two

* XP is the first version to include Remote Desktop, which
allows a user to connect to a system remotely

Notable Security Concerns

* |n 2014, Microsoft discontinued support and updates for
Windows XP and Server 2003, meaning systems running
those OSes may now be more vulnerable to attack.

* Almost 250 million people still use Windows XP

* Many systems running these OSes may also have
outdated hardware and applications that also have
security concerns.

Source:
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https://redmondmag.com/articles/2015/04/08/windows-xp-usage.aspx

@ Windows Vista and Server 2008

Release Dates: 2006 (Vista) and 2008 (Server 2008)

Major Features

* Updated GUI and a Windows Sidebar where users can
place Desktop Gadgets, like weather and time applets

* Windows Defender — security tool featuring antispyware
capabilities

* Backup and Restore Center — allows users to more
efficiently back up files and create system images

* User Account Control (UAC) — informs user when a
program requires administrator-level permission

* Bitlocker — Full disk encryption
e Vista and Server 2008 each have two Service Packs

Notable Security Concerns

* Vista included major architectural changes, making it
significantly more secure than base Windows XP.

*  While UAC is a useful security tool, it caused major
usability issues for the average user.
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Release Date: 2009 (Both)

Major Features

Significant speed improvements that Vista lacked
due to bloated OS size

Windows 7 and 2008 R2 each have one Service
Pack

Improved searching and more nuanced UAC, which
provides the ability to slide between different
security levels

Action Center — centralized location to notify user
of major security issues

Windows now allows for biometric authentication

Notable Security Concerns

Initial launch only had minimal security fixes over
Vista.

As the most widely used OS, Windows 7 is the most
targeted by malicious users and software.
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% Windows 8 (8.1) and Server 2012

Release Dates: 2012 (Windows 8 and Server 2012) and
2013 (Windows 8.1)

Major Features

* Focus on providing an OS for tablets, including
touchscreen and gesture capabilities, a tiled Start
screen, Windows Store, and “hot corners”

* Windows 8.1 returned the Start button that was
missing in Windows 8

* Windows Defender now includes Microsoft Security
Essentials, which provides antivirus support

* Cloud Storage and Sync — users can now sync their
settings and backup their data to the cloud

Notable Security Concerns

* Some applications were rewritten to maintain
compatibility with the new GUI, which could lead to
new security flaws.

*  “Picture passwords” can be more easily cracked than
traditional passwords.
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SECTION TWO
Windows Basics
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Microsoft Windows: Desktop

* This is the main screen area a user
sees after logging in on most
Windows operating systems.

* Recycle Bin: deleted files are sent

here before being completely
deleted from a computer

* |cons/Shortcuts: thumbnail
pictures that represent folders, 4
files, and programs on the OS

e Start Button

* Task Bar: shows which files and
programs are open and includes a
notification area for information
about computer settings

Source:
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http://windows.microsoft.com/en-us/windows/desktop-overview#1TC=windows-7

Microsoft Windows:

All Windows OSes until Windows 8
included a Start button in the task
bar

Clicking the Start button brings up
the Start Menu

From the Start Menu, users can
search their system, open files and
programs, and access system tools

Windows 8 did not have a Start
button and replaced the Start Menu
with the Start Screen

Windows 8.1 brought the Start
button back to take users to the Start
Screen

Source:
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http://windows.microsoft.com/en-us/windows/using-menus-buttons-bars-boxes#1TC=windows-7

rosoft Windows: Directory

* Files and folders can be
accessed through Windows
Explorer

Organize ¥ Includeinlibrary ¥ Sharewith ¥ Burn  New folder

B Desktop * Neme Date modified Type Size
8 Downloads

] . (] [
. ol %] iTunesMiniPlayer.dll 477/20151228 AM  Application extens... 153KB
3 Dropbox - A K .
h @ iTunesHelper 477/20151228 AM  Application 166 KB
] Recent Places

%] iTunesHelper.dil 4/7/201512:28 AM  Application extens. 201 KB

%] iTunesAdmin.dil 20151228 AM  Application extens. 535 KB

i Libraries = = — =
S @ iTunes 477/20151228 AM__ Application 4,080 KB

[& Documents = - . —
e %] iTunes.di 4/1/201512:28 AM  Application extens.. 33,087 KB
@ Msie [#] iPodUpdaterExt.dil 4/1/201512:28 AM  Application extens. 3010KB

=] Pictures A R ;
B via %3] iadCore.di 20151228 AM  Application extens. 2,349KB

ideos

%] gnsdk_submit.dl 477/20151228 AM  Application extens 19K
. _ _ %) gnsdk_musicid.dil 4/1/201512:28 AM  Application exten: 851 KB

% Computer = _ . R ~
. ° e [#] gnsdk_manager.dil 4/1/201512:28 AM  Application extens. 2149 KB
- & (2] gnsdk_link.dil 20151228 AM  Application extens.. 162 KB
° [%] gnsdk_dsp.dil 477/20151228 AM  Application extens... 3202KB
B Acknowledgements 10/30/20141:00 PM  Rich Text Format 1198

iTunesMiniPlayer Resources 5/21/20159:56 AM  File folder

5/21/20159:56 AM  File folder

- C:\Program Files\iTunes\iTunes.exe T
* C: -Drive s )
* \Program Files — Folder
e \iTunes - Folder
* \iTunes.exe - File

Source:
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http://windows.microsoft.com/en-us/windows/working-with-windows#1TC=windows-7

Microsoft Windows: File Extensions

* A group of letters occurring after a period in a file name,
indicating the format of the file

e Common file extensions in Windows:
* .bat — executable batch files * .pptx — PowerPoint files

* .bmp — Bitmap graphics files  (Office 2007 and later)
* .doc —Word documents (pre-* .wav — Microsoft audio file

Office 2007) * .wmv—Windows Media
* .docx—Word documents Video

(Office 2007 and later) * .xls — Excel spreadsheet (pre-
* .exe —executable Office 2007)

files/programs * .xlsx — Excel spreadsheet

.ppt — PowerPoint files (pre-  (Office 2007 and later)
Office 2007)
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|II

Storefront”

. Microsoft Educationa

* Microsoft is a Cyber Diamond sponsor of CyberPatriot

* Under its sponsorship, Microsoft allows fully registered
CyberPatriot participants to access and use MSDN
(Microsoft Developer’s Network), also known as
DreamSpark

« MSDN is an educational “storefront” through which users
can “shop” for and download free Microsoft products

* Most products come with two-year license keys

* MSDN is an extremely generous program and a very useful
tool for teams that want to create their own practice
images and access other Microsoft software
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MSDN Eligibility

* MSDN access is only granted to (or renewed for) Coaches, Mentors, Team Assistants, and Competitors
fully registered for the current season of CyberPatriot

* You can check your registration status by logging into and viewing your
Dashboard.* Coaches can also check the registration status of their competitors from their Dashboard
(see respective screenshots below)

*You should also receive automated emails notifying you when your status has been updated. If you have not been

receiving these emails, check your spam and add to your approved senders list.
(Coach’s Dashboard) A fully registered
Coach will have an
. Team Status: Approved <€— )
07-0160 : CP Test Team & Verifier Info: Rachel Zimmerman cpoc@uscyberpatriot.org "Approved" status Options ~

Payment Status: Awaiting Payment

Team ID {(Hash):
Role Name Email Address Status .
A fully registered
Coach Cyber Patriot info@uscyberpatriot.org . .
Competitor will have
Competitor CyberPatriot Competitor1 info@uscyberpatriot.org Registered .
a “Registered” status

(Mentor/Team Assistant’s Dashboard)

Welcome Cyber Patriot A fully registered Mentor/Team Assistant
will have an “Approved” status

Edit Profile Change Password
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Activating Your Account

e MSDN accounts are issued/renewed in batches

H Air Force Association's CyberPatriot Program- Dream$pa 4:09 PM (1 minute ago) 1
twice a week for newly approved Coaches,
M ento rs’ an d CO m petito rs * This is an automated message — please do not reply as you will not receive a response. **
- - i - Welcome uscyberpatriot@gmail.com to your DreamSpark WebStore:
You should expect up to a 3-business-day lag
betwee n whe n yO ur Cybe rPatr|ot reg|st rat| on |S Air Force Association's CyberPatriot Program- DreamSpark Premium

You'll be excited to know a user account was just created for you at your school's DreamSpark

a p p roved to Whe n you r M S D N accou nt |S |SS u ed WebStore. With it, you can download and access a wide range of Microsoft developer tools,

servers, and platforms for free!

* New CyberPatriot participants will receive an et sttt

To complete the registration process, you need to follow just 1 step! Clicking the registration link

1 1 i > below will send you t h Il be asked t 1 i d f t
emal | from an @ klvuto .COMm a d d ress Wlth O?wlc){:twat'sfgon‘{;l;tg 30?5;:&:’;;93'011 e asked to create a unique password for your accoun
instructions for activati ng their accounts Complete Your Registration:

http:ife5. onthehub.com/d_ashx?s=tvkoc6gu07 &u=aafib029-a633-e411-9403-b&cadasdb7al
- Ch eck yo ur s pa m fo I de r |f you are fu I |y reg|ste red If you are redirected to your institution's internal sign-in page, use your institution credentials.
1 H Tech IS rt
and have not received the email sennical Supeo
If you have any technical difficulties while registering. downloading the software. or anything else.
. . . . . . check out the Help section of your WebStore and review the frequently asked questions. If you
4 Retu rnlng pa rt|C|pa nts W||| not receive an emall don't find what you're looking Tor, just click the Contact Us link at the bottom of the Help page to
contact your Program Adminisirator to get additional support.
n Otlfyl ng t h e m t h e I r a CCO u nt h a S bee n If you have any questions, please see the Help section of the website.
renewed. Trank you

Alr Force Association's CyberPatriot Program- DreamSpark Premium
http:ife5.onthehub.com/d_ashx?s=bb5odegvt3

- You should be able to |Og into your Old account 2- This message from Microsoft is an important part of a program, service, or product that you or
3 b u Si n ess d ays afte r yo u r regist rati O n Stat u S fo r ;?Iliggerg?;r;yr;g%cnased or participate in. Microsoft respects your privacy. Please read our
the current season has been marked “Approved” I AT s conmuntate, ol o ot prtrenes i

Microsoft Corporation

* After registering, you will be logged into the one licrosot vy
MSDN site. Bookmark this site for easy access

© Air Force Association



Navigating MSDN

D S k . Microsoft software for learning,
rea fifs pa K. teaching and research
Air Force Association's CyberPatriot Program- DreamSpark Premium

Product Search Q

DreamSpark Premium

© Thank you for registering.

Welcome to your Academic
Software Center!

\After logging in to the site, click the

“Start Shopping” link to browse
available software titles or search for
specific programs using the search bar

Software licensed under the
DreamSpark Program is available
here for students, faculty and staff.
Please note that this WebStore is
made available exclusively through an
agreement between your academic
institution and Microsoft.

If you encounter any difficulties,
please view the Help section above
for answers to your questions and for
information on how to contact the
DreamSpark Program Administrator
(PA) on your campus.

Start Shopping
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“Purchasing” Software

. Microsoft software for learning,
D ream S p a I’k teaching and research -

|Air Force Association's CyberPatriot Program- DreamSpark Premium 1 CI H k
. LIICK ON a

Product Search

DreamSpark Premium

program to
view details

Q
Hicresot Corpar=tion

* New (1)

* Popular (17)

£7 Windows 7

T
(=]

= Developer Tools (59)

Microsoft Windows Microsoft Windows 8 Micrasoft Windows 7
* Servers (G6) 8.1

= Applications (68)

* Other (1) 2 Windows £7 Windows 7 o s

* All{197)

Microsoft Windows 7 Professional

2. On the next
Simplify everyday tasks: find something instantly, compare documents side-by-side, or easily back-up your . “w
complete system over a network. I k Ad d
Enjoy a PC that warks the way you want it to; supports 64-bit technologies and offers XP Mode for your c ree nl C IC to

business productivity applications.

Make new things possible: watch Internet TV, pause, rewind, and record TV or use Touch to interact with Ca r-t”
your PC in new ways.

Download

Microsoft Windows 7 Professional with Service Pack 1 32/64-bit (English) -
DreamSpark

Available to: St

dents/Faculty/Staff

Backup media:
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“Purchasing” Software (cont.)

3. From your

Price

Microsoft Windows 7 Professional with Service Pack 1 32/64-bit (English) - Free | Remove h 1
B DreamSpark - Download S O p p I n g Ca rt’

Date Added: 20140903 5:14 PM

click the “Check
Out” button

Subtotal: $0.00

Recommended For You

Backup disc - Microsoft Windows 7 Professional $13.95
2| Show Details ¥ English - Add

4. Read and accept the
terms of service and
s Al prices v U5 Dol other messages on the
B Mool Windows 7 Prfssonl i Sece Pac 1 254 gl - w000 on the next few pages

& Continue Shopping « Check Out

Subtotal:  $0.00
Taxes: 5000
Total: 0.00

Contact Information  Fields marked with an asterisk (*) are required

First Name” Last Name” 5 . ReVi eW yo u r

CyberPatriot Program Office

order and click

uscyberpatriot@gmail.com

o H
[“l'Yes, I'd like to receive email newsletters and student or educator promotional offers about development tools and P roce e W It
technologies from Microsoft.
el Order”
Proceed With Order r e r
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Downloading and Activating Software

Order Summary Order Information Immediately download the product
Order Date: 2014-09-03 5:22 PM Name: CyberPatriot Program Office from the confirmation page or
Order Number 100316042383 Fralh useyberpattet@amat com download it later from the link in
(=] Email order receipt the confirmation email you receive

after you purchase the product*

Items All prices are in US Dollars

*Note: You may be prompted to install MSDN’s
Amount Secure Download Manager (an .msi file and
Microsaft Windows 7 Professional with Senvice Pack 1 32/64-bit (English) - 50.00 an .sdx file). Allow both of these files to run
B DreamSpark - Download

Product Key[ XXXXX-XXXXX-XXXXX-XXXXX-XXXXX
Instructions:

Burning the .ISOV.IMG file onto a disc

Messages:
® DreamSpark EULA

® Windows 7 Upgrade Considerations

Agreement Number: 1202812020 \

Make sure to keep a record of
Subtotal:  $0.00
Taxes:  $0.00 your Product Key, so you can
Total:  $0.00 .
activate the program after
installing it
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% Creating an Image from MSDN

&2 vMware Player File  VitualMachine  Help

T —— e
Q =
m L
Welcome to VMware Player
@ Windows Server 2003
Create a New Virtual Machine
tual m a“b which wil then be

@ Ubuntu 10.04.1
151 vountu 10.04.1 i o e op o
@ Windows Server 2003

* Download an operating system file from
MSDN. It will be a .iso file.

N

Open a Virtual Machine

tual m d‘\ which will then be
dd db:ulh tUD fv r libra

@ Windows Server 2003
@ Ubuntu 10.04.1
J’, Download a Virtual Appliance
=3
o

Eix niedz mlpp\ < o e ke
Yo con Shen ogen L Mnte Aoy

@ X ||

Eie

5=

Eie

* Open VMWare Player and click “Create a
New Virtual Machine.”

% Help
)
View VMuware Player's help contents.

* Choose to install from “Installer disc
image file (.iso) from the window that

pops up

Welcome to VMware Player

@ Windows Server 2003

[ b 004 New Virtual Machine Wizard === L chine
‘Welcome to the New Virtual Machine Wizard jwill then be
5 Ubuntu 10,04, A virtual machine is ke a physical computer; it needs an operating
° C I . k b d . t t h system. Ho you install the guest operating system?
IC rowse and navigate 1o wnere you A et rom
. . © tnstaler disc: T
download the in 1age on your n \achine oo £)
iMiance
e marketplace.
:
H o ”
* Click “Next
The virtual machine will be created with a blank hard disk.
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* Enter the product key you obtained when you
downloaded the file to activate the operating
system.

* Select the version of the operating system you
want to install. (Note: Professional versions and
higher are more often used in CyberPatriot)

* The next few windows specify system resources
for the image. The default settings will work

well, but can be changed.

* Once resources have been specified, click Finish
on the last window.

* Inthe VMware library, you can now highlight
your new image and select Play Virtual Machine

© Air Force Association
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i are e
@ Windows Server 2003 ‘ J

& New Virtual Machine Wizard ===
Ubuntu 10.04.

Welcome to VMware Player

achine
Easy Install Information il then be
150 vbuntu 10,04, This s used to install Windows 7 x64.
15511 windows serv S
@ N |
Ubunt 10,04 7 - - - -
jich wil then be
15511 windows servd| Version of Windows to ins
s
@ Ubuntu 10.04; s
e ifliance
e marketplace.
.

i
o

/ 3 s.canner

Eul asswords (optional)

G o

=

@ Log on automatically (requires a password)
B e

&3 vMware Player File  Virual Machine  Hel

H Welcome to VMware Player

@ Windows Server 2003

New Virtual Machine Wizard =) .
@ Ubuntu 1004 achine

Ready to Create Virtual Machine il then be
@ Ubuntu 10,04 Click Finish to create the virtusl machine and start instaling Windows 7
x64 and then YMware Tools.
@j Windows e et el D o iee] wath the foomiesg Setnge:
(51 vnes 008 [ ime Windows 764 (2)

Location CAUserske.dannerDocuments\Wirtual Machines\Wi
@ Windows Serve

Version: Workstation Tech Preview

(51 o 10.04, Operating Syst.. Windows 7 64 I

fliance

& = Hard Disk: 60 GB, Split e marketplace.
Memory: 1024 MB o -
ﬁ\ < i v
i I

tomize Hardware.

ower on this V7

ich will then be

x»
.
Eiw

@xp

@M
e 2
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* Using a Windows image you downloaded from MSDN or using an Ubuntu image
(freely available at , create your own practice image by following
these steps:

1. Open the image in VMWare Player as outlined on slides 24 and 25

2. Go through the system and replace the default settings with weaker ones (e.g. turn
off the firewall, add several non-password protected accounts)

Keep a list of the changes you make as you go

4, When you have added all of the vulnerabilities you want to use to test individuals
using the image, shut down the image

5. Have the individuals using the image restart the image you just created and find and
fix the vulnerabilities you planted

6. Evaluate their performance using the list of changes you kept while creating the
image*

*This is the simplest, quickest way to create an unscored practice image. Texas A&M Corpus Christi
has created a Windows 7 scoring client to help CyberPatriot teams automatically score their own
images. If you want to automatically score a Windows 7 image you have created using that scoring
client, follow the instructions here:
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